
Audit Technology Insights

Enhancing Risk 
Assessments & Audit 
Planning
10 Key Considerations

Audit leaders from around the world are seeking to fine-tune their risk assessment and 
audit planning activities to better address the dynamic nature of their rapidly changing risk 
environments. To support these enhancement efforts, the 2016 TeamMate Global Audit Technology 
Survey focused on the key processes underlying these activities. Our intent was to compile useful 
data on both current and anticipated practices in three related and interdependent audit processes 
— risk assessment, audit planning, and reporting on these activities to management and the audit 
committee. 

Leveraging insights gained from the 2016 survey results, we have developed a set of 10 basic but 
fundamental recommendations for internal auditors to consider as they review the adequacy of 
their current risk assessment and audit planning processes and explore how to better understand 
and audit the risks facing their organizations. Our full report on 2016 survey results will also 
provide a set of benchmarking standards by which audit leaders can compare their risk assessment 
efforts as well as their approaches to audit planning and reporting with the entire universe of 2016 
TeamMate Global Audit Technology Survey respondents. 



1. Move to a more continuous 
risk assessment process
Approximately half of TeamMate’s  2016 
survey respondents either assess risk on 
a continual basis or combine an annual 
risk assessment with some form of 
continuous risk assessment. Looking at 
respondents who currently assess risk on 
either an annual or periodic basis, 56% 
expect to move to a more continuous 
risk process within the next two years. 
Of note, the trend away from a once-
yearly assessment of risk in favor of more 
periodic assessments is also reflected in 
the results of The IIA’s 2010 and 2015 CBOK 
(Common Body of Knowledge) surveys. 

Characterizing Risk Assessment 
Processes

9%Continuous risk 
assessment process

40%Combination of annual 
and continuous elements

13%Periodic (e.g., quarterly)

38%Annual

2. Address your organization’s 
strategic risks 
As reflected by The IIA’s 2015 CBOK 
Stakeholder Study, there is mounting 
pressure on internal audit functions to 
focus on the strategic risks facing their 
parent organizations and to include 
assessments of strategic risks in their 
risk assessment processes. It’s no 
surprise that the majority of 2016 survey 
respondents indicate that their risk 
assessment processes include formally 
assessing the strategic risks of their 
organizations. What’s more, 70% are 
either highly or reasonably confident 
that their internal audit staffs would 
either identify any major changes in the 
organization’s strategic risk profile or 
would be informed of any such changes 
on a timely basis.  

3. Target emerging risks
For many internal audit groups, the 
identification and assessment of 
emerging risks is becoming an important 
part of the risk assessment process. In 
2016, 55% of our survey respondents 
reported having a formal process to 
identify, assess and report on emerging 
risks. In addition, 44% provide their audit 
committees with a regular report on 
internal audit’s assessment of emerging 
risks. Looking at 2016 respondents who 
do not currently include emerging risks 
in their assessments, 62% plan to do so 
within two years.

4. Consider the impact of 
macro risk factors
External, macro events can have a 
significant impact on an organization’s 
risk profile. With that in mind, nearly 
half (49%) of the 2016 respondents 
report that they are currently assessing 
external macro risk factors such as 
systemic, political or macro-economic 
risks. In addition, nearly half of those 
respondents whose risk assessments do 
not currently include macro risks plan to 
add such a component within the next 
two years. 

5. Sharpen your focus on cyber risks 
According to 2015 CBOK data, the greatest 
technology-related risk facing internal 
auditors today is cyber-security, an area 
receiving significantly increased focus by 
internal auditors and their organizations. 
Reflecting this trend, fully 85% of 2016 
survey respondents report changing their 
risk assessment processes to enhance 
their coverage of cyber risks. 



6. Expand input from related functions 
in the risk assessment process
TeamMate’s 2016 survey data suggests 
that internal auditors can strengthen 
their risk assessments by increasing 
input and involvement from other 
functions across the organization in the 
internal audit risk assessment process. 
Survey respondents have clearly adopted 
the idea that the stronger the input into 
the risk assessment process, the better 
the outcome: 73% report that they either 
coordinate or align their risk assessments 
with other risk-and-control units 
within the organization, with 5 areas, in 
particular — Enterprise Risk Management 
(ERM), Compliance, Technology, Finance 
and Legal — providing the most input. 
Nearly three-fourths of respondents also 
seek input for their risk assessments 
from key members of management. Of 
note, a slight majority of 2016 survey 
respondents also utilize risk definitions 
or structures that are enterprise-wide or 
identical with their ERM function. 

Nature of Risk Definitions in Risk 
Assessment Processes

17%
Identical to our ERM 

function in terms of a risk 
definition or structure

37%
An enterprise-wide set 

of risk definitions or 
structure

46%Specific to our internal 
audit group

7. Enhance your risk 
assessment techniques
Risk assessment techniques continue 
to evolve in sophistication and expand 
beyond traditional dimensions of 
impact and probability, as reflected by 
2016 survey data describing techniques 
currently being employed as well as those 
expected to be added within the next two 
years.  At this time, 22% of respondents 
report utilizing scenario analysis, 15% use 
forecasting or other risk modeling, and 
11% perform stress testing against major 
economic assumptions. Over the next 
two years, 37% of respondents expect 
to be monitoring Key Risk Indicators 
(KRIs), 35% expect to be conducting data 
or statistical analysis, and 22% foresee 
assessing the impact of innovative or 
disruptive technologies.

Of note, slightly less than half of 
TeamMate’s 2016 survey respondents 
currently utilize technology to support 
their risk assessment process. This finding 
is consistent with those of the 2015 CBOK 
report entitled ”Staying a Step Ahead 
– Internal Audit’s Use of Technology,” 
research sponsored by TeamMate which 
found that only about half of the internal 
audit functions around the world use a 
technology tool for their risk assessment. 
On the plus side, fully 76% of the 2016 
TeamMate survey respondents expect to 
increase their use of technology in their 
risk assessments over the next two years.  

8. Make your audit planning more dynamic 
Along with adding dynamism to your risk 
assessment process, think about how to 
make your audit planning process more 
dynamic, as well. Although the majority 
(57%) of our 2016 survey respondents 
report conducting an annual audit plan 
with some periodic updates, a significant 
number (40%) are updating their audit 
plans either monthly or as audit work is 
completed. With an eye toward the future, 
however, 5% of 2016 respondents are 
already conducting totally rolling audits 
and another 28% anticipate moving to a 
rolling audit plan over the course of the 
next two years.



9. Enhance your reporting of risk
In addition to enhancing their risk 
assessment processes, internal auditors 
also appear to be enhancing their 
reporting on process results. Although 
61% of 2016 survey respondents report 
using Microsoft Word, Excel or PowerPoint 
documentation for risk reporting, another 
22% are tapping new approaches to risk 
reporting ranging from heat maps, risk 
dashboards, and SharePoint to combined 
reporting with an ERM function. New risk 
elements and dynamics are also being 
reported.

Survey Respondents' Top 5 Reported 
Risk Elements

29%Risk trending

Comparison with 
organization's risk 

appetite

Comparison with 
organization's established 

risk limits

35%

15%

Quantification of risk 
exposures

73%

25%

Potential significance of 
risk

 

10. Address management and audit 
committee expectations
Ultimately, an internal audit group needs 
to ensure that its risk assessments and 
audit planning processes are aligned with 
and meet, if not exceed, the expectations 
of key stakeholders. Reflecting internal 
audit progress in these areas, 42% of 
our 2016 survey respondents report that 
providing overall assurance on the risk 
management practices of the parent 
organization is viewed by their audit 
committees as a primary role of internal 
audit. In addition, 58% of respondents 
are providing their audit committees 
with an opinion on the adequacy of the 
parent organization’s risk management 
processes and 75% inform both the audit 
committee and management about how 
changes in the organization’s risk profile 
are reflected in the audit plan. 
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